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1. [®ma/ Smaft & M arell a%g / 3M$eH BT A | Portable Forensic Kit
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2. [a/ YRS B A el 9 / ALSH BT AEAT (In prescribed quantity and
Specification )
®h/ AT B TW drell a¥g / MMEeH B
3. i e Rs. 2800000/-
FRRY TR {6 S &Y
4. [HeS S RRr ¥ 30 Raw @ oy 3
5 [aYeh aRrafy wf 56000/-
6  [dcll Y9F Yo (3 T | A1 B SIRA) Rs. 500/-
7 [RISL &7 ufham Yok (3 U9 | 9169 & OIRA) Rs. 500/-
8 |ypRM feAi® 30-01-25
9 [JIel YIH SRS YR &I [ 7 98y 30-01-25
10 [qTefll YU 3rvelrs UR™ &I fafyr 7 95y 30-01-25
11 |9l yo SR @ @l difem fifr 7 v 10-02-25, 6 PM
12 [qie YU Ul 1 @ AfeH fafdr g w9y 10-02-25, 6 PM
B [qefie s e o [ 7@ w5 11-02-25, 11.15 AM

favqa qrefl yos wd e, siftm fafyr vd FeiRa w9@ 9@ dearse
http:// www.eproc.rajasthan.gov.in | SRS B UG ®I ST FH & | dlell Jud
o1 FEiRd TREST & AR goldgINe BRAC § 79 TREW] & AP U6 TN TWER
®X http:// www.eproc.rajasthan.gov.in 3ifcH fIfdr vd 990 % Uclre HRAT 1T |

facd G goe &) fourT & uRuz wdwm ues)fa /anfasif. /2018 =i
27.042020 & AR A AEA UIA & o Jrell dell 2g iR @6t g g,
WRIRIT Fgob, el ufRffr 1@ & T & e § I Ried @ wrgm |
HRAAT ST JTahD & | dicll JU7 Fob T4 WRIRGFT Yoob O HeaM 8g 3—919 died
R f@¥IT @1 M 124- Anti Corruption Bureau &1 93+ far Wi fa fovrr @
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Annexure- A

$— siohl A e W

Aie— dreharRil Bt w6l B GEEFEE TeAT Tt T Sl wRga
B TG TIDT IGUTT YT Sl Fied |
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27.04.2020 & SR S WS TGA I oM drell diell vy FEIRG dier 9o
Ye® RN 500 /— w9I TG RISL WERET e IR 500,/ — 6. Q4 el gicrffa
<3 56000 /— U& & A@H W AFelsd 3 U NReH @ 9egd 9 S HRa]
@ e B W - & arr smere fhar oM sawaw 71 FuiRa delt gum
gob, el URH Td ARIRT W & Mg # alell R &) €1 SirdT | arelt
TOH Yo Td GRRNTT B BT o aRReifay 9 F81 elierr s |

YR |l SUe UNelRfar e 2013 & W 42 & UrowHl @ IR
e FfasTemarel T arell uforgfcr SIRT ( SUYH 3 Wiahierd H4ed & 2 Uiie)

BRI 1 ST g R AT e aell afefa vd Fifder gum ge d g

WHR R faffde Igar ge <9 8rfl| 59 ol JIeligRT 3l 9RT TWRHR R
SR UAM &) sRmfd §—f3S & 9RI SUeis &e-l BN $dd o |

q@ﬁﬂ%ﬁﬁﬁﬁﬁﬁwsw%ﬁuw UAM <t fosar s 8, a8l S&
BT &I BHAR BRI

FfeET € & a9 9d T defiarael @ g s (i 9el) wes o
FdTH FeRI J99ISe http:// www.eproc.rajasthan.gov.in U9 I WR&GR &
BUTY Uice https:/sppp.rajasthan.gov.in IR SUST &R T ST |

S gieierr S—diell § 9T o Tsd % q qntm qmlc{\m P T J9dEe http //
www.eproc.rajasthan.gov.in TR 3 @89 Soidgi=e Bikae # FeiRg fedis 1@
Y %6 S—alell TR Y G B |
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1.

dieliaraT & Hf9sT § =@’ ¥ e o
fafmfar (QEM),  wRpa  SeR/
JiiRIsSS REER /el UIe=R BT

AP B |

G gRT 309 <ed & e
H el © T ol Annexure-
1 ¥ HNU UF GNAY @b BR
U a1 ST 9 9R SFNR
forRaa <xamas g &t 9l &
1T B+ BRI By RAT |

FIAGTAT BT AU FIET ®IA § Y

GofE gEO-UE @ U e

A vafera Sivadl e & el
YSiled BT Sif<art 81 |

AT BT |

qidgal B Jg Udble RGBT
JATTYD B |

T B A AT g o
B BT

e & JFAR el AT BH B Ay
qY 2021—22 W 2023—24 TF HT AT
qYe THIIEGR TYAGH 100 g wUd
Tl fa<ig a¥ 2023-24 B AT W
Net Worth Positive 81 3TTq3deh gl

qACS ThIS<< gRI SN fodr
AT TR TG Net  Worth
Positive & Hafrd o401 95 R
WU & W= 4. g UDIN
No. sifsa &, S—dw=il & 9
IS BT BTN

9l QT B fhdl 1 Suud e
(Procurement  Entity) §IT  Blacklisted
(prelt ?’Eﬁ) uq Debarred (ﬁ_cﬂ\lrf'ﬂ)
far gam &1 91 Wy 9 & S
aMEcH @ Igfd § foomr & waer R
ffeRee g=1 qear 9 € e
BeRaHY A6 SRR BIFT TR |

9 8g 9ol ST B Annexure-
2 H UV U Helt $RAT aead
BT |

Ieliqrl @ 36 01.04.2021 & Bid
Submission @ fedAlF  THE  Be
IRPR /T IRBR/ Seidg gaut
®! Law Enforcement Agencies #
R . 75 &g A7 AP & Portable
Forensic Kit (Softawares & Hardwares)

D1 3MMY[d BT ITHT EIFT AT |

wefeR fearT | Ut pryelar
gAY UF (A BERw @ uh)

et BRAT IS BT |

Jlelicrar » fAcid 99 2023—24 dF
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NI B |

.GST Clearance Certificate TP
Hafea GST Officer/ CA ERT SINT
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Annexure D TR IooiRad MSTHT &) = Annexure 4 (Indicative) # OEM
N B TR g 8 OEM Authorization | Authorization ~ Certificate  (MAF)
Certificate (MAF) B9 3MA%Ie® & | HeT' BT BT |

@
b A

Annexure A YUY Qualifying Bid &
fog (xiii) ¥ Scolad Idfoe &
AR U4 AT # g SeaRad
SRS HorT B BT |

o |ffder 4 aifoa wawd Sxndsil @ gfd
HAT ATILIF 2 |

7. dielieTal BT Annexure A TR Qualifying Bid @ Ry (xiil) ¥ SooiRad Jolere &
we favgetl &1 e o BFl vd aegaR exardst derr B BT |

8. WA YHIUUH fe=al swrar &fush § 8 =Ry | oy el @y & yao—ux € A
a8 ol 3reray SfUSH  rgarRa &) den \enfia fbar gan e smavas 2

9. I Bl dud —WEH s G B Al I 90 R 7% A BhY |
10. ffagTemT grr oga <= # Syf, sweteivE, Rt | 8 | g9%
ford @18 aifiRaw woram g =& 8nm |

11. If 313 Freiarar fF) facfia af @) wwrg o a7 S1ife 9ws o3 3§ o wa
A B SR SEe wul Br WU ufeMfa A aen Ry, Swwr a1
Gy Rl SUTOE e g7 6l A Sure ufesar a1 Sure WfieT & w9usd
(Forfeit) ®x foram w11 & @ 96l oW a1t @1 SUT9e @ gRT el ) S
ﬁﬁméﬁﬁ?ﬁﬂaﬁﬁmaﬁmﬁmﬁmﬁﬁmebar)ﬁmm

|

12. 9761 & Arr il 9ifSd SxaraeT / gaIT 9 aiel o e @ s Ry @y 9y
M AR W B W TWEAG / THO 9 Wie Y8 gekiHe e 8N e |
IS U7 URT ST § A 9l S @ faeg PR eRiA @ s
dHHa! fds e @ uwEr T g A7 M WR ol SwdaS areerdr
DI T T UK DR B |

13. Sieflerar furiR dielt v@ e uRRICT vd ererel a1 AaumINdE s
EXB diell H 9 o WHd 2| Sod e vl wd i aeh. uRReel ud
Iger il # Seeifd wal & AT B ord WeR T8 B 9l | w4 R
el Wcit B WPR PR B TA Y TR IRRE T SerTE ST die
B B G TEER SR Sl & Gl W GRS BT 2| 560
Mg H diell PR 3 &1 Sl | ik fal diefierer A vy et @ Rt
BIS TG OIS § T 98 ol FRed B) &7 S} ofR $—ae F 99 ol B TRy
(Stages) @ &} GrelT ST |

14. %9 gRT Ao1gd T4 g MR URgd &9 W & e sa afify feed) yewor
fadiy & qomeor & SRR W AR Sfad FEe & @ kG wRearerE IR @ wRo
gfovae it gk € O aiea SO U9 qiftd RN T B BT Ry
o ol B

15. faumfra surgs affy & fFofargar gfem siflere— gomve gerr FRee 2R)
RToreT bt Al qiell s1erar S WIT BT R BRVT AR SABR FR TH |

16.  fourT g1 SureE ¥ sifea sseA @ wET MEUERER e A1 98 o |l B




17. (i) w9 o & o7 A 5l ff uRads &1 o gfo arefiere—va,
< YEMR FRYS I I0F AR B R § diefiqrar gRr €1 siewdl e 59
> vﬁaﬁﬂﬁﬁﬁmfﬁaeﬁqﬁﬂﬁﬂﬂmﬁaﬁwﬁa%mzﬁm/maﬁgm

e far g |

(i) <fdsT & wag ¥ wH F foell ff T arieR/9rieR) &1 dieierr grT w4

H 99 O WeR e BT S, o9 O (6 9 6 gH ol B A B g

foae v & arg 78 B 9K U9 Yo orfee—TRR, WRrR PREe &R
TSI AR BT 39 |e H fRad SevRam uRja 78 &) 37 | mie wfiefy
@ oY 3BER B T A 9% ¥ IR BI A WHR B T e arfiaR @Al
g S W Bl aeg Bl w 6w @ R e @ fow 97 v ey @
I ((=mrt) sift |

18. ST Yo FIV—9F U4 Shgwe) Rest

(i) ﬁs‘ﬁﬁ@wa‘raﬂﬁwqwu %ﬂ@%%lvdﬁﬁ%ﬁﬁﬁm@ﬁwiﬁ
F=IId USiiqpd 81 &, 98 diell 8l © W | Sieieral gRT USiT <aeet
mmmmlm—wﬁuﬁwmml

(i) o fHd avg ™ SES aTar @ & SHPT &) BH ERT INAYH w7 I
AT W TRT B S| AR A wH ) AR X uega @7 &
S ST @1 &R FeRT § T/ Sa B | MR < oiewd
w—wwwmﬁﬁﬁﬁﬁﬁmwcmﬁgwwm

|

19. STl oSite wamor oF A ffdge ovg o1 ovgell @ U &1 99 W w0 9
3ifber BT =BT | o) 9% W & 5 9% ffdee oq § @R &=ar 1

20. 9ICIIETAT BT dlell T Sl @) WRa Tl B WeR B9 S TANT W G
aRRIC T4 Srgerel IR 39 SRIER SURT dell & T Yod Heel SaIF B |

21. ¢ HIg Fretiamar o AT af &) 9@ e 7 iR TS oy § B
REdl § a1 98 39 iy of 9 sl 39 iy af ao fRaria Sifery & w9
o= B fow gy =EY 8y

22. —

() 9l ¥ S sy U9 i) S WY § o) SRty | 99 BIS FfT (Brrors
g SuRered (Overwriting) T8I 891 @Ry | Ife &g ?If?&' HRAT
W WY W B S Afed v e 9iRd 99 R @y swer 5
U

(ii) el Feareps AART FrafeRad MR TR ARYE ®U ¥ TeeREr)
# SOl It a1 guR it —

(®) S®1¢ Fed (Unit Price) 3R el 7o (Total Price) S $&T 4eu
wﬁwaﬂﬁwwﬁﬁ?ﬂ%‘ %H@Hﬁﬁéﬁﬁﬂﬁfﬁa‘rs‘zﬁré
e UAIAT (Prevail) BRTT| S1Md SHIS qod WIGR fhal SO @R el
T § QIR BT SR | o 9@ 5 Aol qearee @i @ g ¥ o
0§ <THed g @ Refy d W e w S 8 W Amer §
SR Bl Hed YUTA! BRI 3R §HTS Hou H R fhar Simam |

(@) afe AT & "Dl BT GreA AT UM D BRO AN F Y e W &
Hcdh (Sub Total) el (Prevail) 81 iR G AT H GER fHa
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A (1) Ty wrat siR ST @ wew B AR & O vt ¥ wrad 99 TE e
LY T« 9 TH T B ST9 a9 16 vt ¥ i e B S

e | et 7 &1

U Al ¥ Sudad @ve (@) SR (@) @ e T ReY gy oy F
e XBH gAY Bl |

(iii)

(iv)

)

(vi)

(vii)

 (vii)

(ix)

x)

qiefl 4 R Sifpa wea I Siwwd) s ¥ eifpd @ ol g
SHTET BT el IR AT YRR a9y sifhd &) 919 | SRUS a1,
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¥ (NET) & & o9 |
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[
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4 9 BIE &l 9 B 9 T XA R Al @ el el
T W YT B OGP | Gl YIKhd] gRT Ui Eigi @ o,
e [ 99 W) A A U TR R yeR @ wlb, R,
eehe a1 R (Leakage) a7 il & & 89 & Al & g8 &1
99 HH B Uil B fory dielierar SRR BN | s@e v i
JIRTT AT BR ol BT ST |

(i) i dIelEEaT §RT 916 & 9ls MeiRd AMevs T4 Wiifbaee
JTR o b qI5 WeH WG gRT R ) wmw wWiwr @
(Repudiate) B THT B |
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C T o 2 a7 e A @ B ue e & a9 o arer e
A1 <14 a7 UfdPR BT sHeR & BN

(i) SrfaReT <t (Items) a1 IR =m=m & forg R (Repeat) Orders) wifaer
ﬁﬁnﬁaﬁaﬁ?mﬁwﬁﬁmﬂﬁaﬁwmqﬁmﬁw
ST B & Geerq fRAm T3 o | yernf A B g we @) arafey oy
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LT ARG SIS Aol Y TR § RiEeT 9o e geRr 2

| S.N. Type of Certificate & Other informations Yes/ No

1. Whether E- challan copy for submitting Bid document fee, Bid
Security and RISL processing fee is submitted with e-Bid. Provide
detail of e- Challan no. ......... dt............. (Hard Copy Should
be Submitted personally or by post separately.)

2. Whether All schedules and Enclosures have been downloaded,
signed and submitted with e-Bid :

3. | Whether GST registration certificate is submitted with e-Bid_

4. | Whether Income Tax PAN CARD Copy is submitted with e-Bid

5. Whether GST Clearance Certificate is submitted with e-Bid
(As per Bid Condition No. 6.7)

6. Whether Bidder Turnover and Positive Net Worth Certificate
(issued by CA) is submitted with e-Bid. (As per Bid Condition
No. 6.4)

7. | Whether Udyog Aadhar memorendum (UOM) submitted or not.
(If Requirred)

8. | Whether Bidder is Manufacturer/ Authorized dealer / Cflann'el
Partner or not?
Attach Necessory Certificate in Annexure 1

9. Whether Certificate of firm for not being Blécklisted and debarred,
by any Govt Deptt/PSUs is submitted with e-Bid. (Annexure 2-
Qualifications)

10. | Whether Bid Specification Compliance Sheet ( As per bid
condition No. 38 ) is enclosed.

11. | Whether Work Completion Certificate is enclosed (As per Bid
Condition No. 6.6)

12. | Whether Ceftiﬁcate of Conformity/ No Daviation (Annexure 3) is
Enclosed

13. | Whether Manufacturers Authorization Form (Annexure 4)
enclosed. (As per bid Condition No. 6.8)

14. | Whether Undertaking on Authenticity of Equipment (Annexure 5)
is Enclosed

16




15. | Whether Undertaking (Annexure 6) is enclosed regarding Prior
Registration of Bidders from the countries sharing land border with
India. (As per Bid Condition No. 39)

(XIV) TR §RT UK SR Sxaraol [BwaT sierdT el 19y 3  aer oy 9T
A M W SR =Y s Sl BT oy wureRer o weqa fhar
T T |

XV) & 9gfE o § 5 uEd s R g™ -4l § fgiRa a6 BOQ
(Excel Sheet) % w=qa &1 T 2|

e —

1 Annexure B w@Rl®ET € 2 F@ci®rRT S & 9 TR U197 U=
/ URRIE, 3o SISTee XD 99 W SWER SR 3— 4l & e

T B IMUSIIE BT BRIT|
2 Annexure C UEY s & S -9l # RgiRa ursy 9 w1 o0 | 9o s §
AN g T didierast 3 B s foe @Rl s

SINGIdT & BN 99 9igN
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(Shelt yuz—uEgw Re)
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W — R @ FfuiRa B BOQ (Excel
Sheet) § & & W1 |
Te—
1. U IR SN— TqH U, X ARG, T TeliSae BT UAnT € b
S|

2. SIUHdl /vHiewe] /Anlivadl § gt 31 Ramga Sueer £ sear )
TS B Al doaRl 91 BT W SeoRg 3N Ud 39 Owiyd wed
BN & AT B g Uiy U e & 9T Gerd ey |
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Annexure D
Details of Forensic Data Kit
SN Name of Item Quantity Estimated Cost
(Rs.)
1 | External USB Write Blocker 02 .
2 | High End Laptop 02
3 | Windows Triage and Disk Forensic 02
Software 28 Lacs
4 | Smartphone Forensic Data Extraction 02
Software
.5 | Laser Printer 02
Portable Forensic Kit
NS(.). Name of the Item Technical Specifications
External USB Write Blocker
® Should have portable Forensic USB 3.0 Bridge that
enables forensic acquisition of USB 3.0 devices.
® Suijtable for both the field and lab
. ® [maging speeds up to 340 MB/second
! USB 3.0 Bridge ® USB3.0 hzst comzuter connection
Integrated
®  Dbacklit LCD presents useful bridge and USB device
information
High End Laptop
1 Processor Intel i7 13th Gen or Better
2 Memory 64GB RAM
3 Storage 2 X 1TB NVME SSD
4 0s Windows 11 Pro 64bit
5 Display Screen Size 15.6“
6 Software MS Office Professional
Mobile Connecting Cables- 1x Micro B USB Cable, 1x Type C
USB Cable, 1 x iPhone Lightning Cable
) 1 x 64 GB USB 3.2 Pen Drive
/ Accessories 1% 64 GB MicroSD Card
1 x Multimedia Card Reader
1 x 2TB SATA USB 3 External Hard Drive.
3 Backpack 'The laptop and accessories should come in ; Backpack carry
bag.
Windows Triage and Disk Forensic Software
Should allow the investigator to create and restore disk image
1 Disk Imaging files, which are bit-by-bit copies of a partition, physical disk or

volume. Should create the image in the following file formats:

| EO1, Ex01, aff4, Raw, aff.
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Cloud Imaging

Should support Cloud Extraction
from:

- Gmail

- Microsoft Outlook

- Google Drive

- One Drive

- Drop Box

Android Collection

Should allow investigator to copy files/directories from an
Android device to a destination folder or image file, preserving
as much file system metadata (eg. date/times, attributes) as
possible.

Should have supplemental Android application that aids in the
retrieval of Messages (SMS, MMS), Contacts and Call Log from
a device

Portability

Should have an option to create portable USB for scenarios
such as field analysis without installing This tool on the test
system.

Destination Drive
Preparation

The software should - Test a drive for reliability, potentially

| identifying any faulty drives before they are put into active use

in an investigation.

- Set all bytes of a drive to a specified byte pattern (and verify
the byte pattern has been written to the entire drive), making
sure there is no chance of data contamination between
investigations.

- Format the drive to either NTFS or FAT32 flle system to be
ready to be used for investigation.

Bootable Solution

The software should have an ability to be configured to boot
directly from a CD/DVD or USB Flash Drive

(UFD), instead of being launched from the machine's
operating system making it extremely portable.

Deleted File Analysis

| The software must allow recovering and searching deleted

files

The Software must have a Quality Indicator to visually show
the amount/quality of data in the recovered deleted file.

Analysis

Thie software must have a pictorial view of file location on the
original physical drive along with the fragmentation of the file.

The software must scans for evidence of recent activity, such
as accessed websites, USB drives, wireless networks, recent
downloads, website logins and website passwords. Also must
show the jumps lists to allow the user to analyses the recent
trends of the user.

It must scan for Windows Logs showing minimum of below
data:

1.Security Log Events such as account login attempts, logouts
and password changes

2.System Log Events such as Windows update attempts,
system boot/shutdown, and driver installations

3.Application Log Events such as application installation
attempts

4.Microsoft Office user interaction events (O Alerts)

The browser must have detection of web browser activity
from users such as browsing history, cookies and stored
usernames from web browsers
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It must detect recently accessed applications, documents,
media and network shares by scanning locations in the registry -
which store a user's Most Recently Used (MRU) lists

MAC OS Analysis

It must find the following OS X artifacts on Mac drives:

- 1.Safari history, bookmarks, downloads, and cookies

2.Most Recently Used (MRU) items, network locations,
documents, multimedia

3.Installed Programs

4.USB connected iOS devices

5.Mounted Volumes

6.WiFi

7.Mobile backups for iOS devices

10

Analysis

| The software must support basic eDiscovery functionalities as

mentioned below:

1.Couid search by filename, size, creation and modified dates,
and other criteria

2.Should have a Timeline view showing all the results in varied
views and form a Visual Pattern of the activity of the user
3.The timeline must have an interactive graph which displays
activity such as file creation dates, web browsing history,
cookies, USB records and MRU records over time.

4.search the content of files and return results almost
instantaneously after indexing

5.Should generate the Thumbnail view of the graphic files
found on the system to instantly sift through the pictures
rather than wasting time to open and analyses each image.

Should be able to perform below:

1.Verify and Match Files using Hash Sets such as SHA-1, MD5
and SHA-256

2.Should be able to detect Safe or Vulnerabie files based on
hash set analysis

3.Find the mismatched file extensions

4 1dentify duplicate file

5.Allow the user to identify any changes made in a directory
of file structure from last point by creating a current Forensic
Signature of a drive.

6.The file viewer should be able to natively open usual file
formats like:

BMP (Bitmap), JPG (JPEG), GIF, PNG, Exit and TIFF, MPG,
MPEG, MP4, AVI, MQV, M4V, MKV, OGV, WMV, RMV, RMVB,
FLV, DIVX, and more

7.Should have inbuilt Hex Viewer, Text Viewer, File
Information Viewer, Meta Data. Viewer, Event Log Viewer,
Clipboard Viewer

8.Should have inbuilt SQLite Database Browser

9.Prefetch Viewer with file access to: Application run count,
Last run time, Files/disks that the application uses while
executing ‘

11

Image Analysis

Should allow you to search for images based on the Face
Detection score or lllicit Image score.
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Should have a SUsnJrnl and Plist viewer that parses and
displays the log records stored in the NTFS and should find
changes made to:

12 Analysis 1.File Metadata changes
2.File Creations
3.File Deletions
4 File Overwrites
The software should have a built-in Registry viewer which
should be able to at least pull following details:
1.Last edit time and date for keys
2.Easily open offline registry hives (eg those stored on a
portable drive)
3.Fast searching and ability to go directly to a known key
. . location
13 Registry Analysis 4.Bypasses windows permission enforced on some parts of
the registry
5.Can display registry locations that might be hidden due to
actions of malicious software / rootkits
6.Easy exporting to text of a single key, all of the subkeys or
the entire registry file
7.Can add keys and their values to the current case
The minimum filesystem support should be:
1.NTFS (Windows)
14 Support 2.FAT16 / FAT32 / exFAT (DOS/Windows)
3.Ext2 / Ext3 / Ext4 (Linux/Android)
4.HFS+ / HFSX (Mac/iPhone/iPad)
15 Email Analysis Sho.uld have an Email View.er for b‘r9w§ing and analyzing e-
mail messages across multiple e-mail files.
. Should load up log files from Apache, IIS and other Web
16 | Web Server Log Viewer

Servers

17

RAID Rebuild Support

It must rebuild a single RAID image from a set of physical disk
images belonging to a RAID array. Required the support of
RAID levels are: RAID 0,1,3,4,5,0+1,1+0

The RAID Array should be detected automatically among
minimum of following types:

1.Intel Matrix RAID

2.Linux mdadm RAID

3.SNIA DDFv1

4. Highpoint v2 RocketRAID

5.Highpoint v3 RocketRAID

6.Adaptec HostRAID

7.Integrated Technology Express RAID

8.JMilcron RAID

. 9.LSILogic V2 MegaRAID

10.LSlLogic V3 MegaRAID
11.nVidia MediaShield

12.Promise FastTrak

13.Silicon Image Medley RAID

14 Silicon Integrated Systems RAID
15.VIA Tech V-RAID

18

Virtualisation

Should support booting a disk image containing a functional
operating system in a virtual environment that will provide the
forensic investigator with a visual context of the system of
interest, uncovering additional opportunities for evidence
collection and analysis.

22




Should have the ability to select additional hard drives (data
drives) when booting a VM from a disk image and provide
investigators with additional analysis/triaging

19

iTune Based iOS Device
Collection

Should have itunes installed and pre configured to extract
unlocked iOS Device data.

Smart Phone Forensic Data Extraction Software

General Features

Should have Supported Platforms - Android, iOS,
Windows 10 Mobile, Windows Phone 7 - 8.1, Windows
CE, Symbian, Samsung Bada etc.

License should include extraction from unlimited phones
Solution should extract all the data from a phone with
only a few clicks. This data includes,, call history, contacts,
text messages, multimedia messages, files, events, notes,
reminders and application data from apps such as from
Skype, Dropbox, Ever note, Facebook, WhatsApp, Viber
and many others

Extraction Support

Extracting muitiple phones at the same time and
generating multiple outputs for each one. With help of
USB hub, cables and a computer powerful enough to
perform concurrent jobs.

Should support live view content of a phone to browse
and extract any file even before the batch extraction
begins.

Should be capable of filtering extracted data by keyword,
specific contacts, time, application or file name. Apply
these filters to different data types and radically minimize
the report size.

Should generates report in PDF, XLS, or HTML formats, or
you can generate data exports compatible with other
data analysis tools you use in your lab.

Should support concurrent extractions

Reports Features

Should be able to generating reports at least in PDF,
HTML, XML and Microsoft Excel formats

Should be able to present evidence in rich formatted PDF
reports, photos sorted by real date of creation

Should be able to generate any combination of reports in
one batch (at once).

Should be able to generate separate PDF files for each
data section with cross-referenced interlinked data
Should be able to generate Contact Accounts Report.
Should be able to generate Messages Report, including
deleted messages when available. Messages include
standard phone messages (SMS, MMS, iMessages), email
messages, SIM messages and application messages.
Should be able to generate conversations Report.

Should be able to generate Calls Report.

Should be able to generate Emails Report.

Should be able to generate Wi-Fi Networks Report.
Should be able to generate Images Report.

Should be able to generate Photos Report also an Apple
photo format HEIF

Should be able to generate Audios Files Report.

Should be able to generate Video Files Report.

Should be able to generate the Calendar Accounts Report.
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. ® Should be able to generate an Events Report.
3 . . ® Should be able to generate Tasks Report.
i ) = ® Should be able to generate Notes Report.
® Should be able to generate GPS Locations Report.
® Should be able to generate the Cookies Report.
® Should be able to generate the Web Browsing History
Report.
® Should be able to generate the Web Search History
Report.
® Should be able to generate Bluetooth Pairings Report.
® Should be able to generate Notifications Report.
® Should be able to generate the Bookmarks Report.
'® Should be able to generate the Keyboard Cache Report.
Laser Printer
1 | Print Speed Print speed up to 21 ppm (black)
2 | Connectivity 1 Wi-Fi 802.11b/g/n; 1 Hi-Speed USB 2.0 (port)
3 | Printer Type Monochrome Printer
4 | Print Technology Laser printer
5 | Tray Input Capacity ' 150 Sheets
6 | Duplex Printing Manual (driver support provided)
Training, Warranty and Support
1 | Training 2 Days Training on usage of all components should be
provided.
2 | Warranty and Support 3 Years from Supply
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» Compliance with the Code of Integrity and No Confict of Interest
Any person participating in a procurement procesas shall —

(a) Not offer any bribe, reward or gift or any material benefit either directly or
indirectly in exchange for an unfair advantage in procurement procesas or to
otherwise influence the procurement procesas;

(b) Not misrepresaent or omit that misleads or attempts to mislead so as to obtain a
financial or other benefit or avoid an obligation;

(c) Not indulge in any collusion, Bid rigging or anti-competitive behavior to impair
the transparency, fairnesas and progresas of the procurement procesas;

(d) Not misuse any information shared between the procuring Entity and the Bidders
with an intent to gain unfair advantage in the procurement procesas;

(e) Not indulge in any coercion including impairing or harming or threatening to do
the same, directly or indirectly, to any party or to its property to influence the
procurement procesas;

(f) not obstruct any invesatigation or audit of a procurement procesas;

(g) disclose conflict of interest, if any and

(h) disclose any previous transgresasions with any Entity in India or any other

|

country during the last three years or any debarment by any other procuring ‘

entity.

Conflict of Interest:-

The Bidder participating in a bidding procesas must not have a Conflict of interest.

A conflict of Interesat is considered to be a situation in which a party has interesats that

could improperly influence that party’s performance of official dutiesa or

resaponsibilitiesa, contractual obligations, or compliance with applicable laws and

regulations.

(i) A Bidder may be considered to be in Conflict of Interesat with .one or more

partiesa in a bidding procesas if, including but not limited to :

a. Have controlling partners/ shareholders in common; or

b. Receive or have received any direct or indirect subsidy from any of them; or

¢. Have the same legal represaentative for purposesa of the Bid ;or

d. Have a relationship with each other, directly or througha common third
partiesa, that puts them in a position to have accesas to information about or
influence on the Bid of another Bidder, or influence the decisions of the
Procuring Entity regarding the bidding procesas; or

e. The Bidder participatesa in more than one Bid in a bidding procesas.
Participation by a Bidder in more than one Bid will resault in the
disqualification of all Bids in which the Bidder is involved. However, this
doesa not limit the inclusion of the same subcontractor, not otherwise
participating as a Bidder, in more than one Bid; or

f. The Bidder or any or its affiliatesa participated as a consultant in the
preparation of the desaign or technical specifications of the Goods, Works or
Servicesa that are the subject of the Bid; or .

g. Bidder or any of its affiliatesa has been hired (or is proposed to be hired) by
the Procuring Entity as engineer-in-charge/ consultant for the contract.
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Grievance Redresssal during Procurement Process
The desaignation and addresas of the First Appellate Authority is

The desaignation and addresas of the Second Appellate Authority is

(1) Filling an appeal

If any Bidder or prospective bidder is aggrieved that any decision,
action or omission of the Procuring Entity is in contravention to the
provisions of the Act or the Rulesa or the Guidelinesa issued
thereunder, he may file an appeal to First Appellate Authority, as
specified in the Bidding Document within a period of ten days from
the date of such decision or action, omission, as the case may be,
clearly giving the specific ground or grounds on which he feels
aggrieved :

Provided that after the declaration of a Bidder as succesasful the
appeal may be filed only by a Bidder who has participated in
procurement proceedings.

Provided further that in case a Procuring Entity evaluatesa the
Technical Bids before the opening of the Financial Bids, an appeal
related to the matter of Financial Bids may be filed only by a Bidder
whose Technical Bid is found to be acceptable.

(2) The officer to whom an appeal is filed under para (1) shall deal with
the appeal as expeditiously as possible and shall endeavour to dispose
it of within thirty days from the date of the appeal.

(3) If the officer desaignated under para (1) fails to dispose of the appeal
filed within the period specified in para (2), or if the Bidder or
prospective bidder or the Procuring Entity is aggrieved by the order
passed by the First Appellate Authority, the Bidder or prospective
bidder or the Procuring Entity, as the case may be, may file a second
appeal to Second Appellate Authority specified in the Bidding
Document in this behalf within fifteen days from the expiry of the
period specified in para (2) or of the date of receipt of the order passed
by the First Appellate Authority, as the case may be.

(4) Appeal not-to lie in certain casesa
No appeal shall lie against any decision of the Procuring Entity
relating to the following matters, namely :-
(a) Determination of need of procurement.
(b) Provisions limiting participation of Bidders in the Bid procesas.
(c) The decision of whether or not to enter into negotiations.
(d) Cancellation of a procurement procesas.
(e) Applicability of the provisions of confidentiality.

(5) Form of Appeal
(a) An appeal under para (1) or (3) above shall be in the annexed
Form along with as many copiesa as there are resapondents in the
appeal.
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(b) Every appeal shall be accompanied by an order appealed against, if
any, affidavit verifying the facts stated in the appeal and proof of
payment of fee.

(c) Every appeal may be presaented to First Appellate Authority or
Second appellate Authority, as the case may be, in person or
througha registered post or authorised represaentative.

(6) Fee for filing appeal
(a) Fee for first appeal shall be rupeesa two thousand five hundred and
for second appeal shall be rupeesa ten thousand, which shall be
non-refundable.
(b) The fee shall be paid in the form of bank demand draft or banker’s
cheque of a Scheduled Bank in India payable in the name of
Appellate Authority concerned. '

(7) Procedure for disposal of appeal

(a) The First Appellate Authority or Second Appellate Authority, as
the case may be, upon filing of appeal, shall issue notice
accompanied by copy of appeal, affidavit and documents, if any, to
the resapondents and fix date of hearing.

(b) On the date fixed for hearing, the First Appellate Authority or
Second Appellate Authority, as the case may be, shall —
(Dhear all the partiesa to appeal presaent before him: and
(ii) peruse of inspect documents, relevant records or copiesa
thereof relating to the matter.

(c) After hearing the partiesa, perusal or inspection of documents and
relevant records or copiesa thereof relating to the matter, the
Appellate Authority concerned shall pass an order in writing and
provide the copy-of order to the partiesa to appeal free of cost.

(d) The order passed under sub-clause (¢) above shall also be placed
on the State Public Procurement Portal.
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FORM No.lI
[See rule 83]

Memorandum of Appeal under the Rajasthan Transparency in Public Procurement Act,

2012

Before the .................. et et r e et e s nane e bt e nrees (First/Second Appellate
Authority)

1. Particulars of appellant:
Q) Name of the appellant:
(i)  Official address, if any:
(iii)  Residential address:

2. Name and address of
the respondent(s) (i)

(i)
(ii1)

3. Number and date of the order appealed against and name and
designation ofthe officer/authority who passed the order (enclose
copy) or a statement of a decision, action or omission of the Procuring

Entity in contravention to the provisions of the Act by which the
appellant is aggrieved:

4. Ifthe Appellant proposes to be represented by a representative, the
name and postal of the representative:

5. Number of Affidavits and documents enclosed with the appeal:

6. Grounds of appeal :

...............................................................................................................

7. Prayer:

................................................................................................................
..................................................................................................................
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ANNEXURE-1: DECLARATION BY BIDDER ( To be signed by bidders)

I/ We declare that | am/we are Manufacturers / Authorised dealer/ Channel Partner inthe
goods/stores/ equipment for which 1/ We have quoted.

If this declaration is found to be incorrect then without prejudice to any other action that may
be taken, my/ our security may be forfeited in full and the bid, if any, to the extent accepted may be
cancelled.

Name of the Bidder:-
Authorised Signatory: -
Seal of the Organization:-

Date:

Place:
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ANNEXURE 2: DECLARATION BY THE BIDDER REGARDING QUALIFICATIONS

In relation to my/our Bid SUbMItted O eovvvveveeeoeeeeeeeeeeeeeeooooo For Procurement of
.............. weessssnnnn. . response to their Notice Inviting Bids No... .ooooooveovevevovoiooo......Dated
..................... I/ we hereby declare under Section 7 of Rajasthan Transparency in Public Procurement Act,
2012 that:-

1. I/we possess the necessary professional, technical, financial and managerial resources and
competence required by the Bidding Document issued by the Procuring Entity.

2. I/we have fulfilled my/our obligation to pay such of the taxes payable to the Union and the State
Government or any local authority as specified in the Bidding Document.

3. I/we are not insolvent, in receivership, bankrupt or being wound up, not have my/our affairs
administered by a court or a judicial officer, not have my/our business activities suspended and not the
subject of legal proceedings for any of the foregoing reasons.

4. l/we do not have, and our directors and efficers not have, been convicted of any criminal offence
related to my/our professional conduct or the making of false statement or misrepresentations as to
my/ our qualifications to enter into a procurement contract within a period of three years preceding the
commencement of this procurement process, or not have been otherWIse disqualified pursuant to
debarment proceedings;

5. / we do not have a conflict of interest as specified in the Act, Rules and the Bidding Document which
materially affects fair competition.

6. 1/ we will comply with the code of integrity as specified in the bidding document
If this declaration is found to be incorrect, then without prejudice to any other action that may be taken

as per the provisions of the applicable Act and Rules thereto prescribed by GoR, my/ our security may be
forfeited in full and our bid, to the extent accepted, may be cancelled.

Date: Signature of bidder
Place: Name:
Designation:
Address:
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ANNEXURE-3: CERTIFICATE OF CONFORMITY/NO DEVIATION (to be filled by the bidder)

To.

SP {Adm)
Anti Corruption Bureau
Rajasthan, Jaipur

CERTIFICATE
This is to certify that, the specifications of Hardware & Software which I/ We have mentioned in
the Technical bid, and which I/ We shall supply if I/ We/ am/ are awarded with the work, are in

conformity with the minimum technical specifications of the bidding document and that there are no
deviations of any kind from the required specifications.

Also, I/ we have thoroughly read the bidding document and by signing this certificate, we hereby
submit our token of unconditional acceptance to all the terms & conditions of the bidding document

without any deviations and assumptions.

I/We also certify that the price |/ we have quoted is inclusive of all the cost factors involved in the
end- to-end implementation and execution of the project, to meet the desired Standards set out in the
bidding Document.

Thanking you,

Name of the Bidder: -
Authorised Signatory:
Seal of the Organization:
Date:

Place:
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ANNEXURE-4: MANUFACTURER'S AUTHORIZATION FORM (MAF)

(To be filled by the OEM)

(Indicative Format)
To.
SP {Adm)
Anti Corruption Bureau
Rajasthan, Jaipur
Subject: Issue of the Manufacturer's Authorisation Form (MAF)
Reference: NIB/RFP Ref. No.
dated
Sir,

We (name and address of the OEM) who are established and reputed original equipment
manufacturers (OEMS) having factories at addresses of manufacturing location, do hereby authorize
(M/s who is our (Distributor/Channel Partner/Retailer/ Others <please specify) to bid, negotiate and
conclude the contract with you against the aforementioned reference for the following
Hardware/Software/ other items manufactured by us

OEM will mention the details of all the proposed product(s) with their make/model.

We undertake to provide OEM Warranty for the offered Hardware/ Software/ other items, as
mentioned above.

We hereby confirm that the offered Hardware/ Software/ other items are as per specification
mentioned in the RFP.

We hereby confirm that the offered Hardware/Software/ other items is not likely to be declared as End-
of-Sale within next 6 months from the date of bid submission.

We hereby confirm that the offered Hardware/Software/ other items is not likely to be declared as End-
of-Service/Support within Warranty Period.

Yours faithfully,

For and on behalf of M/s (Name of the manufacturer)
{Authorized Signa'gory)

Name,

Designation & Contact No.:

Address with Seal
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ANNEXURE-5: UNDERTAKING ON AUTHENTICITY OF EQUIPMENT

To.

SP (Adm)
Anti Corruption Bureau
Rajasthan, Jaipur

Reference: NIB No.:

I/ We hereby undertake that all the components/parts/assembly/ software used in the equipment
shall be Genuine, original and new components /parts/assembly/software from respective OEMs of the
products and that no refurnished/duplicate/ second hand components/parts/assembly/ software are
being used or shall be used. in respect of licensed operating system, we undertake that the same shall
be supplied along with the authorized license certificate with our name/logo. Also, that it shall be
sourced from the authorized source for use in India.

In case, we are found not complying with above at the time of delivery or during installation, for the
equipment already billed, we agree to take back the equipment already supplied at our cost and return
any amount paid to us by you in this regard and that you will have the right to forfeit our Bid Security/
PSD for this bid or debar/ black list us or take suitable action against us.

Authorized Signatory

Name:

Designation:




ANNEXURE-6: UNDERTAKING ON COMPLIANCE TO LAND BORDER POLICY

To.

SP (Adm)
Anti Corruption Bureau
Rajasthan, Jaipur

Reference: NIB No.:

In response to the NIB Ref no.........o.......... dated........ rteeereeesarereans I/ We hereby undertake that
presently our
COMPANY/FITTMc ettt sttt ettt s e e ees s s e s st e et e eseeeeseeeseesses e
............. at the time of bidding comply with sub rule 4 under RTPP Rules 2013 and order of ED Rajasthan
dated 30.03.2021, 15.01.2021 & Other related circulars. If this declaration is found to be incorrect than
without prejudice to any other action that may be taken as per the provisions of the applicable act and
rules thereto prescribed by Government of Rajasthan, My/Our security may be forfeited in full and our
bid, to the extent accepted, may be cancelled.

Authorized Signatory
Name:

Designation:
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