TSR Gferd SfehTeHT, SAgR
CARALLI

“TZER HIZH FTARNIRE : IRYF B BIR ArseR gfery wIH ~

Date 20-02-2023 to 02-03-2023 Course No. 04

O Qe SfebTeH, oiagR & HiRI&or AR, o™, SR & FeRaR “98eR Higd
STORNRME : dR® Y BR AR Yo W Taw R &A@ 20- 02-2023 F 02-03-2023 dF 10
feadiia e smaford fasar |

39 I A I & A= et @ oa 37 ufawifa 3 sioeht Iufufa o oers, e 01 gfer
ffteras aut 07 Iu-Fterds, 03 3 FIFRT, 26 FIARTA I & AIGRT A gUl

39 YN0 SRiHH HT JHURY it Teid Hig Mi, IU FHe=1d Td U, ISR Yo sared],

SAQR gRT a1 M1 | S0 gRT GIEeR $IsH & dad SR TUT I9d JHUH g SIRedhdl & Jay §
SR &t T | UfRreror gd ot ufauiit o1 sifAars- JfoRe v farar |

UiRIenr & vy fGad & uum 9 # ot AR $UR, PIATd, IRUY, SR gRT vHTH
Jitha-vaTE Tl fgdld 9 4 ft RS $UR, vedd & SAffewEa Ad 3R HiaH Hol e,
ST, et 3R Bleel &1 3UANT FAT| difore3il &1 AT, 3udier 3 g7 e 3R dfFaat
HR Tt 1 AFATIT AT / AT & TN H SAFARRT & TS| d1G AU Jord qF A AT 3RS
@rgard, 3fATcee R, HTAS garT BASIC CONCEPTS-An overview of computer, Elements
of Computer System, Hardware & Software, NETWORKING BASICS, NETWORKING




FUNDAMENTALS fasa 9 STiefhll & a1 °aqd & # A 3eieh @isard, 3ifeeee W,
HITA3N a1 NETWORKING BASICS Introduction to Networking, Networking (LAN, WAN) and
Networking devices & SR & SIThRY & TS|

IRIETOT & fachd T & gud @ & 47 ddeg g, 31f8Ree NHER, TAdvd diosT ST
GdRT INTERNET GOVERNANCE Internet  Protocol Governance-TCP/IP,Domain name
Governance fAwg WX JEHRT & =AY gfadm &3 & A aeg g, 31f@ecee IR, vadd
Flcrol SIIYY  arT AN OVERVIEW OF CYBER CRIME Computer Crimes: Malware (viruses,
worms, etc.) Concept of Phishing, Spoofing, Denial of Services, Hacking, & &EY #H SITeiehir
e @ A S AUl g @ A A Ideg FAR, Yo e, IRALT SR gann
CASE STUDIES & HANDS - On: Basic, IP Tracing,IPDR Tracing fawa X SRy & =T ﬂ?ﬁ‘
T A 8l A I FAR, gfow fAlets, IRALT SR gaRT  EMAIL INVESTIGATION AND
USEFUL WEBSITES:Emailing - E-mail account, options - password changing, Checking e-mail,

replying / forwarding, Different Components of E-Mail, Email Header, Time Zone Conversion,
Useful Tools, & &Y & STeAhRT ST S =T

FIAETT & AT Gad & vuH T H AN Aol A [ SHTHAIRNT @RI COLLECTION &
ANALYSIS OF DIGITAL EVIDENCE IN CYBER CRIME CASES-HANDS ON : Examination of
electronic evidence.,Analysis of electronic records / evidence
¥ wOY # AEER @ET @ M A wF A A A e Srfuwd 3T gan
Simulation Exercise Electronic Signature, Hash, Recovery tool.,Photo Forensic, Morphing,
Video examination. fa¥d @ ST &7 IR0 a1 QUeR T €T A AT Idlem FAR, o
feTes, IRdrT SIYY a1 CYBER CRIME REPORTING:Basic Institutional mechanism to
deal it, 14C Mechanism(MHA),Cybercrime Portal & Helpline & a9 #H SR TATHT FT AT
ECU I ENE: & A Fdeg FAR, YoF e, IRAT AR ZaR
Investigation Abroad for getting Evidence with Case Studies. Law related to Investigation
Abroad, Mutual Legal Assistance (MLAT) TAS¥ WX SEIRT &1 a7

IRETT & AqY Raw & WA vd eRdw w9 # A7 TR 1O, §3 w, wEsieh am

BASIC OF CYBER INVESTIGATION: Basics of investigating cyber-crimes- Handling basic
cyber-crime cases:Basic knowledge of cyber tools / digital devices to deal with cyber related

offences & Procedure of law for obtaining CDR/IPDR from MSPs,Different components of
CDRJ/IPDR,Various Terminology involving CDR/IPDR 371f¢ & @& & S-RY &I @1 & Hands
On & #E ¢ aqUel g T Tgd & & N A @A SAHTHALIRNT @rr
DEEP/DARK WEB:TOR,Dark Web & Dark Net & Organized Crime,Role of various tools in
detection of Dark web/Crypto currency fraud cases & T H SITABRI TTST HI =T

gfetor & dad fgw & 9yA ud gfadw wF # A Ffiw oA Bedr vadl, védvw
STIQT ¢anrT  Basics of Mobile Technology :Communication Device (Mobile Phone, Satellite
Phone, GPS Device etc.) based Investigation. Mobile Phones, Generations & Cellular
Network/CDMA /GSM/BTS Towers,MSP/ISP/Device Security Satellite Phone, GPS Device etc.
& FEY H SRR YelT H| d QU gig @ ¥ §F # A AR $AR, FIfAEesd,
IRAT, IR garT CDR/IPDR hands-on session arT|




gfIeTor & B fda@ & 9UH U9 gfad @9 # A JU RifAar vhrdan, Agsk BRiAE Sdeted
CdRT  BASICS OF DIGITAL FORENSICS & DIGITAL CRIME SCENE MANAGEMENT:Search,
seizure of mobile phones / smart devices / computers and its preservation, Chain of custody
- Preservation of electronic evidence & INTRODUCTION TO FORENSIC TOOLKIT:Authentication
of Digital evidences by HASH value measurements. Use of Hardware and Software write
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