Recommended timetable for 3 days Cybercrime Awareness course
for Police officers

10:00 — 10:45 — 11:30 | 11:45— 12:30 13:15 14:15 15:00 15:45 16:00 16:45
10:45 11:30 -11:45 12:30 13:15 14:15 15:00 15:45 16:00 16:45 17:30
1 2 Tea 3 4 Lunch 5 6 Tea 7 8
Break Break Break
Inauguration | Introduction Introduction to Internet An introduction to Cyber An introduction to Cyber
and to Computer and mobile technologies Crimes-general and Crimes - general and
Assessment Hardware specific to women & specific to women &
Test and other children children
electronic
devices and
their
terminologies

Introduction to social media
like Facebook, Whatsapp etc.

Demonstration/ Hands
on Practice on use of
social media

Introduction to online and
cash less transactions like
ATM, credit and debit
cards, BHIM app, e-
wallet, PayTM etc.

Demonstration/ Hands
on Practice on online and
cash less transactions
like BHIM app, e-wallet,
PayTM, ATM, credit and
debit cards etc.

Recap of Relevant
activities of sections of IT
Day 1 and Act and IPC
Day 2

Basics of | Institutional
a Good set up for
cyber cybercrime
crimeFIR | investigation
/ Report

Counseling | Case

and advice | studies and
to victims of | Advisories
cyber crime | for public

Simulation | Assessment

exercise and
Valedictory
Session




Recommended timetable for 3 days Cybercrime & Cyber Law Awareness course

for Prosecutors & Judicial Officers

10:00 — 10:45 — 11:30 | 11:45-12:30 12:30 13:15 14:15 15:00 15:45 16:00 16:45
10:45 11:30 - 13:15 14:15 15:00 15:45 16:00 16:45 17:30
11:45
1 2 Tea 3 4 Lunch 5 6 Tea 7 8
Break Break Break
Inauguration | Basics of Tea | Basics of communication Lunch | Anintroduction to Cyber | Tea | Anintroduction to Cyber
and communication | Break | devices & media ( Break | Crimes-general and Break | Crimes — social media
Assessment | devices & media Computer, Internet & Mobile specific to women & and demonstration/hands
Test ( Computer, etc.):Cybercrime perspective children on
Internet &
Mobile
etc.):Cybercrime
perspective
Handling Digital Evidence: Tea | Handling Digital Evidence: Lunch | Understanding legal Tea | Understanding legal
SOPs and hands on exposure | Break | SOPs and hands on Break | framework-IT Act , IPC, | Break | framework-IT Act , IPC,
exposure Indian evidence Act etc. Indian evidence Act etc.
Appreciation | Appreciation of | Tea | E-Mall Intermediaries | Lunch | Challenges | Challenges | Tea | Challenges | Assessment
of Electronic | Electronic Break | Investigation | & Due Break | in in Break | in and
Evidence Evidence Diligence conducting | conducting conducting | Valedictory
Rule trial in trial in trial in Session
Cyber Cyber Cyber
Crimes Crimes Crimes
—ACase |—-ACase — A Case
Study Study Study




Recommended Time Table for Cybercrime Investigation Course (Five Days ) for Police Officers

Da 9:30 10:00 | 10:45 Tea 11:45 12:30 13:15 15:00 15:45 16:45
to To To Break To To To Lunch To To Tea To
y 1000 | 10:45 | 11:30 12:30 13:15 14:00 15:45 16:30 B 17:30
reak
1 2 3 4 5 6 7 8
Regis . Scene of Crime Scene of Crime
tratio [nformation Management: Management:
n& Overview of Tea Information Gathering Gathering semert: Tea semert:
1 . . . Lunch Inspection, Inspection,
Inaug | Cybercrimes | Break | Case Study/Scenario Analysis (Case Study i Break .
. . Documentation, Documentation,
urati Exercise) . .
on Securing SOC Securing SOC
Scene of
Crime
Management: Scene of Crime Management: . Scene of Crime
Pre-search Tea . Scene of Crime Management: Tea
2 . Search, Seizure & Lunch . . ; Management:
Preparation | Break ) Simulation Exercises Break .
. Documentation Group Excersise
& Required
Forensic Tool
Kits
IP, Communication Communication
IP. Website & Website Device (Mobile Communication Device (Mobile Device (Mobile
3 ! E-mail Tea & E-mail Phone, Satellite Lunch Phone, Satellite Phone, GPS Tea Phone, Satellite
Investieation Break | Investigat | Phone, GPS Device Device Etc.) Break Phone, GPS Device
& ion Case Etc.) Based Investigation Etc.)
Study Based Investigation Case Study
Social Crm}e
Media | /820
4 Social Media Tea Investicat st Financial Lunch Financial Frauds Tea Investigation
Investigation | Break ion Ca%e Wome Frauds Case Study Break Abroad
Stud n&
Y| chid
Simulation
Tea Investigation & Simulation & Evaluation Tea -
> Cyber Laws Break Challenges Evaluation Lunch Exercises Break Valediction
Exercises




