ADVERTISEMENT NOTICE

Hiring of Junior Cyber Forensic Consultant (on contract) under Cyber Crime prevention against
Women & Children Scheme (CCPWC Scheme)

Applications are invited from eligible candidates for the appointment of one (01) Junior Cyber Forensic
consultant on Contractual basis of Cyber Forensic Lab cum Training Centre, Rajasthan Police under this scheme
till 31.03.2021, which is extendable up to total 12 months from the beginning date for contract, subject to
approval from competent authority.

The essential educational qualification/ requirement and eligibility criteria to the said post are as under:-

S.No. | Name of No. Fixed Essential educational qualification & Experience
Post of | consolidated
Post payment
1 Junior 01 Rs.1,00,000/- |e B.E/B.Tech or MCA degree in Information Technology/
Cyber (Per Month) Computer Science preferably with specialization course in
Forensic Cyber Security / Cyber Forensics.
Consultant e Professional experience of minimum 5 years in the field of

Cyber Security / Cyber Forensics.

e Experience in Cyber Forensic training & Consultancy to
handle the Cyber Forensic lab and cybercrime investigations
and trainings.

Desirable :
The Consultant should be able to work independently.

Certification: Certifications on Cyber Forensic Tools or Certification in ACE / CHFI / GCFA / CFCE / CSFA / CCFP

/ CDFP and / or equivalent is highly desirable.

The Application with resume must be submitted in original in sealed envelope clearly marked “Junior Cyber
Forensic Consultant under the project Cyber Crime Prevention against Women and Children (CCPWC)” and
delivered at the address below by speed post or by e-mail no later than 17:00 hours on or before Date
10.12.2020 to E-Mail ID: itcell.rpa@rajpolice.gov.in For details regarding eligibility criteria, terms & conditions
etc., please visit websites http://www.rpa.rajasthan.gov.in, https://police.rajasthan.gov.in
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Cyber (Per Month) Computer Science preferably with specialization course in
Forensic Cyber Security / Cyber Forensics.
Consultant o Professional experience of minimum 5 years in the field of

Cyber Security / Cyber Forensics.

e Experience in Cyber Forensic training & Consultancy to
handle the Cyber Forensic lab and cybercrime investigations
and trainings.
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The Consultant should be able to work independently.

Certification: Certifications on Cyber Forensic Tools or Certification in ACE / CHFI / GCFA / CFCE / CSFA / CCFP
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ADVERTISEMENT NOTICE

Hiring of Junior Cyber Forensic Consultant (on contract) under Cyber Crime prevention against Women &
Children Scheme (CCPWC Scheme)

Applications are invited from eligible candidates for the appointment of one (01) Junior Cyber Forensic
consultant on Contractual basis of Cyber Forensic Lab cum Training Centre, Rajasthan Police under this scheme
till 31.03.2021, which is extendable up to total 12 months from the beginning date for contract, subject to
approval from competent authority.

The essential educational qualification/ requirement and eligibility criteria to the said post are as

under:-
S.No. | Nameof | No.of Fixed Essential educational qualification & Experience
Post Post consolidated
payment
1 Junior 01 Rs.1,00,000/- |e B.E/B.Tech or MCA degree in Information Technology/
Cyber (Per Month) Computer Science preferably with spe cialization in Cyber
Forensic Security / Cyber Forensics.
Consultant o Professional experience of minimum 5 years in the field of |

Cyber Security / Cyber Forensics.

e Experience in Cyber Forensics training & Consultancy to
handle the Cyber Forensic lab and cybercrime investigations
and trainings.

Desirable :
The Consultant should be able to work independently. i

Certification : Certifications on Cyber Forensic Tools or Certification in ACE / CHFI / GCFA / CFCE / CSFA / CCFP

/ CDFP and / or equivalent is highly desirable.

Terms and Conditions:-

1. The period of initial appointment will be till 31.03.2021 purely on contractual basis, which is extendable up
to total 12 months from the beginning date of contract, subject to performance and approval from
competent authority.

2. The consolidated remuneration for Junior Cyber Forensic consultant is Rs. 1,00,000/- (One Lakh only) per
month.

3. He/She needs to serve at Jaipur and in case of requirement; he/she have to attend essential duties in any
part of Rajasthan. For travel outside Jaipur TA/DA as per Government rules will be admissible.

_ The consultant will be expected to join immediately.

5. The contractual appointment shall not have any right & claim for regular appointment in any manner
whatsoever.

6. If his/her conduct/performance is found unsatisfactory his/her contract can be terminated after giving one

month notice.

Scope of Work
The proposed Junior Cyber Forensic Consultant shall provide advanced Cybercrime Investigation and

Forensic Examination and Training services at CCPWC Lab, Rajasthan Police Academy, Jaipur and State of
Rajasthan. The Consultant shall have experience in the field of cybercrime investigations, cyber forensics,
for example: handling of social media analysis tools, cyber forensic tools, data analytics and related fields/




Knowledge of Hardware/Software/Networking etc. Strong oral and written communication Skills in English
and Hindi are essential. For further details on scope of work kindly refer Annexure - |.

Duties & Responsibility
The consultant shall act as the Junior Cyber Forensic Consultant for the Police Department, who shall
integrate, plan, successfully implement and deliver all Cyber Forensic/Security related activities for the
Department, for the period of contract with following duties.
1. Management of Cyber Forensic Laboratory cum Training Centre.
2. Conduct Training, Seminar and Workshop on Cyber forensic Laboratory.
3. Examination of digital evidences related to Cyber Forensic Laboratory.
4. Research and Development activities.
5. Cyber Crime awareness among citizens.
6. Prepare strategy and plan for prevention of Cyber Crimes.
7. Any other related activity assigned by the superior officers.

Right to Reject Any or All Applications

Notwithstanding anything contained in this document, the Authority reserves the right to accept or
reject any Proposal and to annul the Selection Process and reject all Proposals, at any time without any liability
or any obligation for such acceptance rejection or cancellation.

The Department reserves the right to reject any Application if any misrepresentation or wrong fact
comes to its notice.

Submission and Selection of Application

1. Interested experienced and qualified Consultants/Candidates shall apply with their CVs and supported
documents filled up along with the self-attested copy of experience and additional experience
certificate in the format given at Annexure-Il.

2. Kindly attach a Note of Suitability for the post with application not more than 500 words.
3. The Applicant shall provide all the information sought under this Proposal. The Authority shall evaluate
only those Applications that are received in the required formats and complete in all respects.

4. A written assessment will be conducted for the selection of eligible candidates.

The Application with resume must be submitted in original in sealed envelope clearly marked “Junior
Cyber Forensic Consultant under the project Cyber Crime Prevention against Women and Children (CCPWC)”
and delivered at the address below by speed post or by e-mail no later than 17:00 hours on or before Date
10.12.2020 to

Dy. Director cum Principal,
Rajasthan Police Academy,
Rajasthan, Jaipur, 302016

E-Mail ID: itcell.rpa@rajpolice.gov.in

Termination of Contract
Director, Rajasthan Police Academy, Jaipur, if not satisfied with the work performance of the

Consultant, may terminate the Contract within 30 days of notice in advance. If the Consultant decides to resign
the post then he/she shall give at least 60 days advance notice to the Department.
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Annexure | - Training syllabus
Consultants are expected to conduct bilingual (English/Hindi) training sessions for police officers, judicial
officers and others on the below mentioned topics:
A. Emerging Threat Landscape in cyber crimes
Introduction to Computers
Drafting a report & Information Gathering
Introduction to social media & Banking frauds & Types of Social Media
Cyber Laws
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Annexure Il - Application for the Post of Cyber Forensic Consultant
(Application for Junior Cyber Forensic Consultant)

Self-Declaration
Dated:

To

Dy. Director cum Principal,
Rajasthan Police Academy,
Nehru Nagar, Jaipur - 302016

Subject: Hiring of Junior Cyber Forensic Consultant under the project Cyber Crime Prevention against
Women and Children (CCPWC).

Respected Sir,

1. With reference to your advertisement, and having examined the RFP Document and understood its
contents, | hereby submit this Application for the Post of Junior Cyber Forensic Consultant.

2. | acknowledge that the Authority will be relying on the information provided in the RFP document for
selection and | certify that all information provided there in is true and correct: nothing has been omitted which
renders such information misleading; and all documents accompanying this application are true copies of their
respective originals.

3. | shall make available to the Authority any additional information it may find necessary.

4. | acknowledge the right of the Authority to reject the Application without assigning any reason or
otherwise and hereby waive, to the fullest extent permitted by applicable law, our right to challenge the same
on any account whatsoever.

5. | certify that, | fulfil the qualification and experience as sought by the Authority.
6. | further certify that no investigation by a regulatory authority is pending against me.
7. | understand that the appointment shall be purely on a contractual basis till 31.03.2021 and this

contract may extendable for total 12 months from the date of beginning of contract, subject to approval
from competent authority and does not guarantee a permanent position after completion of the
contract.

Yours faithfully,

(Signature and name of the Applicant)
Address, Mobile No:, E-mail ID:




APPLICATION FORMAT

Name N s L WS R e

Father’s Name S sem s SRR SRS SR TS

Mother’s Name e T RS T PR O

Date of Birth & Age e AT Y 3 /

Marital Status s ST e L AT Y

Nationality ok e
Address S AR TN o

MOBUENG: T = T U i oimasimassssuseimtuapsssnssponsiyenstoneessisspapsstiomasnsss

EMAIE || A Sl i sk oo ta ks eugrimosia bihariastussassnitiss oS

Educational Qualification

S.No. Examination University Year of Passing | Division % of Marks
Experience

S.No. Post Name of Employer From To Specific field of

Experience

| hereby declare that statements made and information furnished as above are ture and correct to the best of
knowledge and belief.

Full Signature of the Candidate

Place :
Date :




